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• 1 SEP 1978 


MEMORANDUM FOR: 


Director of Communications 

Director of Data Processing 

Director of Finance 

Director of Logistics 

Director of Medical Services 

Director of Personnel 

Director of Security | 

Director of Training | 

Chief, Information & Privacy Staff 

Chief, Information Systems Analysis Staff 

Equal Employment Opportunity Officer, DDA 



FROM 

SUBJECT 

REFERENCE 


: Michael J. Malanick 

Associate Deputy Director for Administration 

. Planning for Implementation of E.O. 12065 

: Action Plan Approved 26 July 1978 for Implementation 
of E.O. 12065 


1. Attached for your planning and guidance is a paper prepared by 
the Task Force concerned with implementing the provisions iof E.O. 12065 
concerning classification, declassification, and mandatory review. I his 
paper is being distributed to other elements of the Agency at Directorate 
and Independent Office level and in the DDA at Office levejl. Because of 
the amount of work to be accomplished by 1 December 1978, T urge that 
you and your staffs become familiar with E.O. 12065 requirements as soon 
as possible and prepare accordingly. It is hoped that the paper will be 
useful to you in beginning some of the tasks outlined. 


2. Because of the wide diversity of interests, functions, and 
information produced in the various Offices in the Administration Direc- 
torate, the order of preparation of classification guidelines will be 
changed from that shown in paragraph 2 of the paper. In this Directorate, 
Office, or equivalent, classification guidelines, reflecting the needs 
and concerns of the Office, will be prepared by each Office. After 
approval, the Office guidelines will constitute the basis for compilation 
of a DDA Classification Guide which will be prepared at the Task Force 
level, and in due course submitted to all Offices for coordination. 

Since the DDA Classification Guide will treat only. that information 
adjudged to be generally common to all Offices in the Directorate, it 
will not supersede the Office, or equivalent, guides. These must cover 
information in detailed, subcategory fashion. (See Section 2-2 of the 
Order). 
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3. The Office, or equivalent. Classification Guides must also 
address printed Agency and Office forms which are under , the cognizance 

of the particular Office. Each such form must be reviewed for classification 
downgrading, or declassification, bearing in mind that forms are subjected 
to the same classification criteria as any other information (Section 1-3 
of the Order). If it is determined that classification can be justifiably 
retained, only "Confidential, "Secret, or Top Secret'! may be used. 

4. As noted in paragraph 3a of the paper, there is attached also 
the draft Agency Classification Guide prepared by the Task Force. It is 
intended to provide a broad, general and unclassified framework (which 
may ultimately be placed in the public domain) based onithe classifica- 
tion requirements categories specified in Sections 1-301 through 1-304 
of the Order. Your comments on this draft are requested by 18 September 
1978. In developing your own detailed and more specific Office guidelines— 
classified or not as circumstances may require— which ydur personnel will 
use in implementing the provisions of the Order, the same format should be 
used, i.e. all classification requirements will be categorized under one 

or another of the categories (a) through (g) of Sections 1-301 of the 
Order. Each subcategory of information must be assigned a level of 
classification and duration of classification. 

5. T he Directorate Focal Point Officer in CRG/ISAS, Mr. M. D. 

25X1A has contacted members of your staff regarding preliminary 

fnamnng for implementation of the Order. He will be the focal point 
officer on the Task Force for classification, declassification, and 
mandatory review questions also, and may be reached on extension 6685 
or 9517 red. For matters concerning, markings, training, and safeguarding, 
please contact the appropriate Task Force set up to deal with these aspects 
of the Order. 

/s/ Michael J. | Malanielc 


Michael J. Malanick 


Attachments 

Distribution: 

Orig. - D/OC w/att 

1 - ea. Adse w/att 
1 - A/DDA w/att 
1 - DDA Sub j . w/att 
1 - DDA Chrono w/o att 
25X1 A 1 - CRG /ISAS/ DDA w/att 

CRG/ISAS (File^^^^ 

25X1A DDA/ISAS/CRG/^^^^^Mdaq (31 Aug 78) 
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DRAFT OF AGENCY CLASSIFICATION GUIDE 
31 August 1978 


gence sources or 


1 -3 Classification Requirements 
1 - 301 ( a ) Military plans, weapons or ope rati ons 

(1) Information derived from or through intell^ 
methods, on foreign intentions, capabilities, or activities which pose 
a potential threat to United States national security interests or to 

'“V 

those of allied or other friendly governments. 

(2) Information which could reveal the extent dr degree of success 
achieved by the United States in the collection of information on and 
assessment of foreign military plans, weapons, capabilities or operations. 

j 

| 

(3) Information that could reveal defense plans or posture of the 
United States, its allies, or other friendly countries; or enable a 

foreign nation or entity to develop countermeasures to such plans or 

! 

posture. 

(4) Information that could reveal the capabilities, vulnerabilities 
or deployment of United States weapons or weapons systems. 

1 - 301 ( b ) Foreign Government Informat ion 

(1) Information provided to the United States by any element of 

a foreign government or international organization off governments, with the 

j 

explicit or implicit understanding that the information is furnished in 
confidence. 
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(2) Information produced by the United btates pursuant to a 

I 

! 

confidential agreement with a foreign government or governments or 
international organization of governments, or with any element thereof, 
or produced jointly with a foreign government or governments under such 
an agreement, i 

(3) Information revealing the existence of joint intelligence 
activities, facilities, or the nature thereof in foreign countries. 

1 -301(c) Intelligence activities, sources or methods 

(1) Information which could reveal or identify a present, past 

i 

or prospective intelligence source, whether a person, organization, 

I 

group, technical system, mechanism, device, or any other means or 
instrument that provides, has provided, or is being developed to provide 
foreign intelligence or foreign counterintelligence. 

(2) Information which could reveal or identify a present, past 
or prospective intelligence method, procedure, mode, technique, or 
requirement used or being developed to acquire, transmit) analyze, correlate, 
evaluate, or process foreign Intelligence or foreign counterintelligence, 

or to support an intelligence source, operation or activity. 

(3) Information not officially released which coulcj disclose 
the organizational structure of the Central Intelligence Agency; the 
numbers and assignments of CIA personnel; the size and composition 

of the CIA budget, including Internal and external fundirig ; logistical 
and associated support activities and services, security procedures, 
techniques, and activities including those applicable to the fields of 
communications and data processing; or other quantitative or qualitative 
data which could reveal or Indicate the nature, objectives, requirements, 
priorities, scope or thrust of Agency activities, including missions. 
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(4/ Information that could disclose the identities lof certain CIA 

personnel, or of code designations used by tIA or other agencies to 

protect such personnel or intelligence sources, methods, or activities. 

(5) Information that could reveal the existence, ndture, scope 

or effect of, or identify personnel covered under, agreements between the 
CIA and other agencies of the United States Government, qlements of 
foreign governments, or other entities. 

(6) Information pertaining to contractual relationships with 
private individuals, commercial concerns, or non-governmental institutions 

i 

and entities when such a relationship involves a specific intelligence 

j 

interest, or reveals the extent or depth of knowledge or jtechnical 
expertise possessed by CIA, or when disclosure of the relationship could 
jeopardize the contractor's willingness or ability to provide services 
to CIA. 

(7) Information pertaining to intelligence-related methodologies, 
techniques, formulae, equipment, programs or models, including computer 
simulations, ranging from initial requirements through planning, source 
acquisition, contract initiation, research, design and testing, to 
production, personnel training, and operational use. 

(8) Information which could identify specific research, procedures 
or data used by CIA in the acquisition and processing of intelligence, 
or the production of finished intelligence, when such identification 

could reveal the particular intelligence interest of the ClA, the value 

| 

of the intelligence, or the extent of the CIA's knowledge! of a 
particular subject. 

(9) Information that could disclose CIA criteria and procedures 
for the handling of critical intelligence which could affect the 
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national security of the United States or of its allies and which 

requires the immediate attention of senior Agency officials. 

(10) Information that could reveal, jeopardize, or compromise 
a cryptographic device, procedure or system, or intelligence data 

resulting from the employment of such a device, procedure or system, 

| 

or the sites, facilities, systems, and technologies usCd, or proposed 
for use, in the collection, interpretation, evaluation] or dissemination 
of communications or signals intelligence. | 

(11) Information pertaining to training in intelligence sources, 
methods, and activities provided under the auspices of CIA to individuals, 
organi zat-fons or groups which could reveal or identify equipment, materials, 
training sites, methods and techniques of instruction, 'or the identities 

of students and instructors. 

(12) Information which could disclose CIA policies and procedures 

used for personnel recruitment, assessment, selection, training, assignment, 
and evaluation. 



(1) Information which, if disclosed, could lead to foreign 
political, economic or military action against the United States or 
other friendly nations. 


(2) Information which, if revealed, could create, stimulate, or 

increase international tensions in such manner as to impair the conduct 
of United States foreign policies. | 

(3) Information which, if revealed, could deprivejthe United States 
of a diplomatic or economic advantage related to the national security, 

-4- 
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or which could weaken the position of the United States or its allies 
In international negotiations, or adversely affect other activities 
pertinent to the resolution or avoidance of international conflicts 
or differences having national security significance. 

| 

(4) Information that could disclose plans prepared, under 

preparation, or contemplated by officials of the United States to meet 

i 

diplomatic or other contingencies affecting the security of the United 
States. 


(5) Information that could identify or otherwise disclose 
activities conducted abroad in support of national foreign policy 
objectives, and planned and executed so that the role of the United States 


Government is not apparent or acknowledged publicly, or information that 
could reveal support provided to such activities. 


(6) Information which could reveal to a foreign nation, organization 
or group that the United States has obtained, or seeks to obtain, certain 
data or materials from or concerning such a nation, organization or group, 
and which could thereby adversely affect United States relations with or 
activities in a foreign country. 

(7) Information which, if disclosed, could lead to political or 
economic Instability, or to civil disorder or unrest, In a foreign country 
or could jeopardize the lives, liberty or property of United States 
citizens residing in or visiting such a country, or could endanger 
United States Government personnel or installations there. 

-5- I 
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to 

the national security 

(1) Information which provides the United States with a scientific, 
technical, engineering, economic or intelligence advantage of value to 
the national security, 

(2) Information concerning CIA research of a scientific or 
technical nature leading to the development of special techniques, 
procedures, equipment and equipment configurations, systems, and their 
use in the collection or production of foreign intelligence or foreign 
counterintelligence. 

(3) Information dealing with research and development, operational 
'V 

planning, deployment, and/or use of scientific and teqhnical devices, 
equipment or techniques used for national security purposes by the CIA 
jointly with, or through the cooperation of, other United States and/or 
foreign governmental entities. 

1 - 301 ( f ) United States Gov ern ment program s fo r safeguarding nuclear 
m aterials of facilities 

(1) Information that could reveal, jeopardize, compromise, or 
reduce the effectiveness of United States Government programs to 

safeguard nuclear materials, techniques, capabi 1 i ties j or facilities. 

| 

(2) Information on foreign nuclear programs, activities, capabilities, 
technologies, facilities, plans and intentions, weapons and their 

deployment which could disclose the nature, scope or effectiveness of 

| 

United States intelligence efforts to monitor nuclear 'developments 
abroad, or could cause such efforts to fail or to be restricted in a 
manner detrimental to national security. 
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i -301 ( g ) Other categories of Information which are related to national 
security and which require protection against unauthorized disclosure 
as determined by the President, by a per s on designated by the President 
pursuant to Section 1-201, or by an agency head 

(1) Information, documents or materials specifically protected by 

statute or treaty. ! 

(2) Information contained in a compilation of otherwise unclassified 

1 

material or data which, in the aggregate or by reason of particular 

j 

arrangement or juxtaposition, may require classification; as national 
security information when assembled and compiled. 

(3) Information which could disclose the nature or substance of 
confidential advice given to the President of the United! states or to 
the National Security Council by the Director of Central , Intelligence. 

(4) Information that could reveal the nature or substance of 
deliberations within the Executive Branch of the United States Government 
involving policy formulations or other matters relevant to the national 
security and participated in, or contributed to, by the Director of 

Central Intelligence or his designated representatives. j 

| 

(5) Information concerning discussions, negotiations, agreements 
or relationships between the Director of Central Intelligence or the 
Central Intelligence Agency and other departments or ageiicies of the 
Executive Branch, or the Members, committees, and/or staffs of the 
United States Senate or House of Representatives, or independent 
establishments or individuals, on matters pertaining to the national 
security including exchanges of information on, or assessments of, the 
potential effects of proposed or pending legislation on the missions, 
functions or activities of the DCI or the CIA. 
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j 

(6) Information which could be expected to place an Individual 
in immediate jeopardy. j 
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